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General Notice

Although every care has been taken to ensure that this manual is reliable and accurate,
Hanvon Corporation (here after referred to as Hanvon) provides it 6 ai sar@ without
express, implied, or limited warranty of any kind. In no event shall Hanvon be liable for
any loss or damage caused by the use of this manual.

This manual describes FA600 facial recognition terminal
in detail and contains full operating instructions.

Hanvon reserves the rights to change the specifications and information in this document
without notice. The information contained herein is proprietary to Hanvon. Release to third
parties of this publication or of information contained herein is prohibited without the prior
written consent of Hanvon.

Copyright © Hanvon, 2015
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1. About this document

Validity
These instructions are valid for the FA600 Facial Recognition Terminal.
Target group

The target group for this document comprises the terminal operator and technical
personnel.

Content and purpose

These user manual describe the FA600 facial recognition terminal installation and
operation information to users.

Supplementary documents

N/A

Abbreviations

Hanvon Hanwang Technology Co., Ltd Brand
Face ID Hanwang Technology Co., Ltd Brand
FA600 FA600 Facial Recognition Terminal

Danger categories and warning symbols

DANGER
A Danger Operation!

NOTE

@ Application tips, useful information
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2.Product Features

2.1 Appearance View
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1. LED lights 3. LCD screen
2. Keypad 4. Dual Sensor Cameras
key: backplace > RFIDarea
6. Speaker
b= key: enter to main menu 7. Mini  USB  port: factory
_. debugging use
"= key: move to previous 8. USB portJust for data
or next field transmission)
key: confirm current 9. Reset port
10. Mounting holes
rocess
P 11. Tamper alarm trigger
key: cancel current 12. Terminal blocks
process 13. Installation hole
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2.2 Installation Guide
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GND

\ User can drill the holes according
mmH H to the mounting diagram. Use the 3
wall mount, screws to mount the

bracket to the wall.

@ @ Use the 1 bracket screws on the
E;HHHMF bottom of the bracket. Be careful not to

pinch the AC cord. When finished, plug
the Power Adapter into the AC wall
o outlet.
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User also could mount the terminal

by choosing your fishortes
and have them stand in front of the
device.

Hold the terminal on the wall that
employee can comfortably center
their face in the LCD display
window.

2.3 Connection Port

12V DC-OUT LOCK-NO LOCK-NC GND ALARM+

RJ45-1 RJ45-3
EXIT

BUTTON

DOOR

SENSOR ALARM-

RJ45-2 RJ45-6 LOCK-COM

GND
|

\
oo o

' PRy
J1 P1 P4 J3 P1 P10
| —— | [} 1
| S— | m— P1 P6
P1 P5 P1 P2
o O
z[oeoee] o] =TT
| ) ) | I
48|5A WG|-D1 12\l/ e WGin-D1 RLED BLED
485B GND WG-DO GND WGin-DO GND GLED
PIN Definition Feature
J1.1 RJ45-1
J1.2 RJ45-2
Network
J1.3 RJ45-3
J1.4 RJ45-6
PIN Definition Feature
J2.1 485B
RS485
J2.2 485A
J2.3 GND Ground
J2.4 WG-D1 .
Wiegand Output
J2.5 WG-DO
PIN Definition Feature
J3.1 12V DC-OUT 12V Power Supply (Output)
J3.2 GND Ground
J3.3 LOCK-NO Door Lock
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J3.4 LOCK-COM
J3.5 LOCK-NC
J3.6 DOOR SENSOR Magnetic Sensor
J3.9 GND Ground
J3.8 EXIT BUTTON Door Switch
J3.9 ALARM+ Alarm/Bell Output
J3.10 ALARM- (Relay2)
PIN Definition Feature
J4.1 GND Ground
J4.2 12v DC 12V Power Supply (Input)
PIN Definition Feature
J5.1 WGin-DO .
5.2 WGInDL Wiegand Input
J5.3 GND Ground
J5.4 RLED Red LED
J5.5 GLED Green LED
J5.6 BEEP Buzzer

2.4 Power up terminal

Select a proper language when the terminal boot first time. The terminal will provide

several language options for customers:

+ English
+ Simplified Chinese
Confidential
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3. Operating Guide

3.1 Admin. Management

Admin. Management Main Menu

Menu

@ Admin.Management |

User Management

Data Management
USB Management
Security

System Settings
System Info.

Auto Test

Set Admin.

Enroll Admin.

@ Admin.(null)

Admin.(null)
Admin.(null)
(

5

Admin.(null)
Admin.(null)
Admin.(null)
Admin.(null)
Admin.(null)

Enroll Admin.

Input User ID

~7 Cancel

Confidential

If no admin. in system, then press <MENU> to enter the
main menu.

If there has enrolled admin. in system, then press <MENU>
to enter admin. verifying process. While the verification is
correct, then the system enter to the main menu.

Press < §Z >to move selection to <Set Admin>, and press

<OK> to enter into admin. Menu
Press 1-7 digital buttons on the keypad to enter the
corresponding functions  directly.

There are total 8 admin. accounts. A <Null Admin.> sign will
display for unset admin. accounts. Choose a <Null> account

to register an admin.

Input Admin. ID: Input an ID for admin. If the ID is in the

database, then the terminal
Admin ID uses natural sequence numbers.
Admin. | D candét be duplicated

Page 9
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Enroll Admin. . Input Admin. Name: Press <MENU> to switch character
inputting mode between <Upper Case>, <Lower Case>
and <Digital>.

=7 Cancel

Admin. Types
Admin. Types Menu

© Super Admin. © Admin.Management Super Admin. can operate all functions

2. Admin. 2. User Management and normal administrators.
3 Data Management

4 USB Management
5 Security

System Settings

5

The first administrator must be super
admin and candét be del eted

7 System Info.
8 Auto Test

Admin. Types Menu
1 Super Admin. Normal ~ Admin. can  operate
2 Data Management User/Data/USB Management function,
3/ USB Management check system info. and auto test
4 System Info. function.
5  Auto Test
Verify Method
. Verification modes:
2 ID and Face 4+ |ID and Pin: Use ID and password sequentially as a

3 Card and Face
4 Card

verification method.

4+ ID and Face: Use ID and face sequentially as a verification
method.

4+ Card and Face: Use card and face sequentially as a
verification method.

4+ Card: Use card as a verification method.
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Admin Verification

. After set an admin. account, then press <MENU> to activate admin verification
process.

Input admin. ID (or using registered RFID card)

. Input corresponding password or using face verification, according to the mode
during admin registration, after verification is successful, then the system enter to the
main menu.

5

Modify & Delete Admin account
Enroll Admin.

. Select a registered admin. account to modify or delete this

2 Delete

account.

Modify admin. name
Change verification mode:
Modify password
Re-enroll face template
Re-register RFID card

A Delete the certain admin. account: If only one registered admin. account with in
the system, then it will be banned to delete.

3.2 User Management

User Management Main Menu

User Management
2 Modify

3 Delete

4 User List

Confidential Page 11



(3 FacelD)

User Enroll

Enroll

5

Input User ID

/\ The range of User ID is from 1-99,999,999,999,999.

=" Cancel

Enroll User
Input name

Press to <MENU> will switch character inputing mode
between <Upper Case> <Lower Case> and <Digital>.

User Name can contain 18-bit characters totally.

=" Cancel

Verify Method
Select a verification mode
2. Card and Face 4+ Face: Use face as a verification method.
) EClitR A 4 Card and Face: Use card and face sequentially as a
* aid verification method.
4+ Card or Face: Use card or face separately as a verification
method.
4+ Card: Use card as a verification method.

ID:1812

Name:KYLE . User registering finished.
Type:Group

Group:1

Successful! @
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Modify User

5

Input User ID

=" Cancel

Modify User

Following the procedure to change user name, <Verify
Method> and <Timezon Type>.

=7 Cancel

Modify User
1 Name Timezone Type includes Group Timezone and User
2 Verify Method Timezone

Modify User

W Group Timezone

A Select a group number for this user
. Timezone
2 User Timezone

5

(1] Use <Group> function to create
group first.

=" Cancel
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Modify User

1 Name . Select 3 timezones for this user
2 . Verify Method Timezon

01.02:00 [1] Each user can set 3 user timezones.

[1] Use <Group> function to create
group first.

=" Cancel

Delete User

Delete Delete

Input an User ID

Press [OK] (or [ESC]) to confirm (or
cancel) this process.

B

Input User ID poit Lear IN

: Fi
N

Confirm to Delete?

Cancel[ESC]|  YES[OK]

" Cancel C ~7. Cancel

Delete All Users
User Management User Management
1 Enroll 1 Enroll Press [OK] (or [ESC]) to confirm (or

2 SModity 2 ) Modity cancel) this process.
3 Delete

© Delete All [

5 User List

5

Confirm to Delete? @AII user o6s | D, name and
cancellesc]|  YEs[oK] | be erased.

A This step is irreversible. Not affect
Admin data and records.

User List
User List

., Enter user list to check Un-enrolled and Enrolled list.
2 fEhrolied hst . Press [OK] (or [ESC]) to confirm (or cancel) this process.

@ <User List> provides enroll, modify and delete users directly
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3. 3 Data Management

Data Management Main Menu

Menu
1 Admin.Management

2 User Management

© Data Management

USB Management

Security

System Settings
System Info.
Auto Test

Records Inquiry
Data Management
. Record Inquiry: User records can be inquiry by User
2 Del. by 6 Months ID/Name.
3 Del. by Date
4 Delete All Records

5

Records Inquiry Records Inquiry

@ Search by ID @ Inquire 1 DayRecords| ,  Select a search mode to inquiry user

2 Search by Name 2 |Inquire 7 Days Rec:* records.
* Inquire 30 Days Re-: User can view 1 day / 7 days/ 30
2 g Al Hecords days / All records, or all records in
indecated periods

5 |nput Start and End ---
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Delete 6 Months Records

Data Management Data Management
1 Records Inquiry 1 Records Inquiry
3 Del. by Date (1
4 Delete All Records

Delete by 6 Months

cancellesc]|  YEs[oK] |

Delete Records by Date
Data Management Delete By Date
1 Records Inquiry
2 Del. by 6 Months Delete to:

© Del.byDate 20150581

4 Delete All Records

~7 Cancel

Delete All Records

Data Management Data Management
1 Records Inquiry 1 Records Inquiry
2 Del. by 6 Months 2 Del. by 6 Months
3 Del. by Date C

© Delete All Records

5

Delete Records?

cancellesc]|  okiok] |

Del. by 6 months

Before 6 months records will be
erased. This step is irreversible.

Backup all user data before doing this
step.

Del. by Date: Delete all records before
indicated date (including this day) .

All records will be erased. This step is
irreversible.

Backup all user data before doing this
step.

Delete All Records

Before 6 months records will be
erased. This step is irreversible.

Backup all user data before doing this
step.

Confidential
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3.4 USB Management

USB Management Main Menu

USB Management

'@ Bxport Management | A\ Dondt remove USB Disk while data tr;

2 Import Management

i | (i] Tryother USB Disk,ift he ter mi nal doesndét recog
4 Update Prompt Voice

5 Update Firmware

Export Management
Export Admin

Export Management
Expt. Part Users
Expt. All Users
Expt. All Records
Expt. Admin. Log
Expt. Sec.Photos
Expt. System File

5

Expt. Admin.: Export all admin. data into a file which hamed

5

as MANAGEE. TXT file.

Export Part Users

5

Export Management Expt. User
1 Expt. Admin. ,  Expt. Part Users: Expor t part user ¢

© Expt. Part Users I
&

Input ID or Press ESC Key

Expt. All Users g ﬂ

Expt. All Records data into a file which named USEER. DAT

Expt. Admin. Log
Expt. Sec.Photos
Expt. System File >

file.

Continue to input User ID to add them
into the export list.

Press <ESC> to finish adding a user
and export all users in export list.
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Export All Users

Export Management
1 Expt. Admin. s Expt. All Users: Export data of all users.
2 Expt. Part Users

© Expt. All Users —
E]

Expt. All Records

Expt. Admin. Log (1] Datais stored into a VSERALL. DAT file.
Expt. Sec.Photos

Expt. System File

Export All Records

Export Management
1 Expt. Admin. s Expt. All Records: Export all user records into a file, which

2 Expt. Part Users namedasAi Tl ME+SN. TXTDO
3 Expt. All Users

5 Expt. Admin. Log

6 Expt. Sec.Photos

7 Expt. System File

For example, TIMEO35.THT, 0960 i s t he |l ast 3 bi

terminal.

Export Admin. Logs

Export Management
1 Expt. Admin. ., Expt. Admin. Log: Export all admin operating logs.
2 Expt. Part Users
3 Expt. All Users
4  Expt. All Records

© Expt. Admin. Log MANAGERLOG,

S RERDL Sot PriGIoS (i] Dataisstoredintoa T file.

7 Expt. System File
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Export Security Photo

5

Export Management Sec.Photo Time

Expt. Admin. Expt. Security photos: Set a time

B

Expt. Part Users Start Time: (201 51eI5K1 duration of exporting security photos

xpt‘ All Users End Ti 2015-09-11
nd Time: "I I~
Xpt. All Records

5 Expt. Admin. Log __JI
oL Sec.fhoics (1] Security photos are saved in security

7 Expt. System File

folder
" Cancel
Export System File
Export Management
Expt. Admin. . Expt. System File: Export all system settings and parameters
Expt. Part Users
Expt. All Users D i
Expt. All Records E

Expt. Admin. Log
Expt. Sec.Photos

@ Expt. System File

Data is stored into a =¥=- dat fjle.

Import Management
Import Admin

5

Import Management
© Impt. Admin. -
Impt. Part Users

Impt. All Users . Impt. Admin.: Import all admin. data from a MANAGEE. TXT file.
Impt. User-List

Impt. System File
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Import Part Users

5

Import Management

1 Impt. Admin. I
El
3 Impt. All Users s Impt. Part Users: Imp o r t part framslZER. IATsfiled at a
4 Impt. User-List
5 |mpt. System File

Import All Users

Import Management
1 Impt. Admin. -
2 Impt. Part Users @
. Impt. All Users: Import data of all users from a USERALL. DAT

4 Impt. User-List file

5 |mpt. System File

Import User-List

5

Import Management

. Impt. All Users: Import all ID and name information of users
1 Impt. Admin.

B

2 |mpt. Part Users

3 Impt. All Users SRR TET T

© Impt. User-List from a T file.

5 |mpt. System File

E] The contents of USERLIST.TXT file are list of <ID>+<TAB
Key> + <Name>.

/\  The range of user ID is from 1-99,999,999,999,999.

Import System File

5

Export Management
Expt. Admin. ., Impt. System File: Import all system settings and parameters

Expt. Part Users -
Expt. All Users E

Expt. All Records from a =¥=- dat fijle,

Expt. Admin. Log

Expt. Sec.Photos

@ Expt. System File
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Update Wallpaper

USB Management
1 Export Management

5

Update the new wallpaper on a terminal.

5

2 |Import Management

240 * 320pix BMP/IPG file, and named to

Sgleet B e <idlepicture.bmp> or <idlepicture.jpg>
5 Update Firmware p ) p p Jpg->.

Update Prompt Voice
USB Management

1 Export Management Update Successful and Failed prompt audio on a terminal.
2 |mport Management

s Alndavdinanc. A PCM, 16000Hz, 16bit, stereo wave file, and named to
<granted.wav> and <deny.wav>

5 Update Firmware

5

Keep audio length less than 1 second.

Firmware Upgrade
USB Management

1 Export Management s Upgrade a new firmware for a terminal.
2 Import Management

UL CNEEEEEA /N Firmware files are <FA600.BIN> and <FA600.TXT>
4 Update Prompt Voice

© update Firmware
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3.5 Security

Security Main Menu
Access Control

@ Unlock Time:3

2 Door Sensor

5

3 Timezone
4 Holiday

5 Group
6 Advanced

Unlock Time
Access Control Unlock Time

@ Unlock Time:3 s Unlock Time: User can set duration

2 Door Sensor i

=< S  time of unlock.
I s

= ity EI

5 Group

6 Advanced

5

@ The default duration is 3 seconds.

A The duration range is 1~255 seconds.

~7 Cancel

Door Sensor

Door Sensor

., Door Sensor has 3 status: None, Normally Open (NO),

2 NO Normally Close (NC)
3 NC

Confidential Page 22



Door Sensor Delay Time
1 Sensor: NC

© Delay Time

Delay Time(1-255)S

10 E

Timezone

Timezone

Timezone:2 Tuesday

Timezone:3 VELLGERGEY 00:00
Timezone:4 Thursday
Timezone:5 Friday
Timezone:6 Saturday
Timezone:7 Sunday
Timezone:8 —

X Cancel
Timezone:9

E] Total 50 Timezone can be set.

(3 FacelD)

Delay Time: Set a time period for the
door sensor. In the indicated period,
the sensor will not detect singal.

E] The default duration is 10 seconds.

The duration range is 1~255 seconds.

Timezone: limit user access within a
indicated period (start time & end
time).

Start time is earlier than end time, then
access is granted, for example:
00:00-23:59

Start time is later than end time, then
access is nenied, for example:
06:00-06:00 or 06:00-05:50

@ Each timezone allows user to set for access limitied from Monday to Sunday.

Holiday

2015-09-14-2015-09-14

Add Holida :

End Time 2015-09-14
Time 00:00 f23:59

=7 Cancel

]

(i] Total 24 holidays can be set.

Holiday: a special access period
which  works independently from
timezone fucntion.

Start time is earlier than end time, then
access is granted, for example:
00:00-23:59

Start time is later than end time, then
access is nenied, for example:
06:00-06:00 or 06:00-05:50

Confidential
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Group

5

Group

Groupl: |1-00 Group: each group can set 3
1-00 122 : different timezones.
Goups; 100 122 [ Holiday can be enable (1) or disable (0)

G : 10 .
S b for this group.
Group5:  1-00 TZ3

Group6: 1-0-0
Group7: 1-0-0
Group8: 1-0-0
Group9: 1-0-0

Group?2:

Holiday

(4] Total 99 groups can be set.

~7. Cancel

Advanced

Advanced
Combo: Combination Access, it combines several users
2 Anti-Passback:None from the selected group to gain one access priviliege.
Anti-Passback (APB): check each IN and OUT status and
determine an access priviliege for users.

Combo and Anti-Passback fucntion cannot be used
together.

Combo

5

Combo Combo Time
1 Combo:ON Combo Time: a total time for one

© Combo Time combination access process. If time is

3/ Combo List Come Hinal tOR01> out, the process is failed.
30| E

E] The default duration is 30 seconds.

A The duration range is 10~60 seconds.

=" Cancel

Combo Combo

1 Combo:ON Groupl: |01-00-00-00-00 == Combo list: Create or modify
Group2:  00-00-00-00-00 Combination access group.

Group3:  00-00-00-00-00
Group4:  00-00-00-00-00
Group5:  00-00-00-00-00
Group6:  00-00-00-00-00
Group7:  00-00-00-00-00
Group8:  00-00-00-00-00 _|
Group9:  00-00-00-00-00 [

2 Combo Time

© Combo List

A Total 10 combo groups.
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Anti-Passback (APB)

Anti-Passback

20Ut
3 IN

4 IN+OUT

Anti-Passback: has 4 mode, None, OUT, IN and IN+OUT.
OUT mode: to gain valid and authorized OUT access
priviliege, user6 s pr evi ouwmsst beecoreat cand
matched IN access.

IN mode: to gain valid and authorized IN access priviliege,
user 6s pr evi ouscorred and mdiched O8T
access.

IN+OUT mode: combine both OUT and IN mode together.

Alarm Main Menu

Alarm

© Tamper: OFF

2 Face Rejection
3 Duress

Tamper Alarm

5

Alarm
2 Door Sensor:ON
3 Face Rejection

4 Duress

Alarm
@ Tamper: OFF 4 types alarm: tamper alarm, door
2 Door Sensor:ON sensor alarm, face rejection alarm

LI il and duress alarm

4 Duress

Door Sensor alarm will appear only if
door sensor turn on in Security setting.

Tamper alarm is on, the alarm will activate by the tampler
trigger on a device

[1] The default is OFF.

Confidential
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Door Sensor Alarm

Alarm

5

5

\ ) Door Sensor:ON » sensor status

3 Face Rejection

' Tamper: ON Door Sensor alarm is on, the alarm will activate by the door

4 Duress . . . .
E] Door sensor funciton can be set in Security function.

E] The default is OFF.

Face Recjection Alarm
Face Rejection
. Face Rejection alarm is on, the alarm will activate after the

2 Rejection Counter verifying rejection of one user exceed limit value.
3 Alarm Duration

5

(] The default is OFF.

Face Rejection Rejection Counter
1 Face Rejection: ON Total rejected verification times
© Rejection Counter | =P PRSIy e G e)

> 3 i The default duration is 3 times.

The range is 1~9 times.

Cancel

Face Rejection Alarm Duration
1 Face Rejection: ON Total duration of rejection alarm

2 Rejection Counter

© o Dumion__ [EtEC on
© Alarm Duration S S The default duration is 180 seconds.

if value is 999, the alarm will alert
endless until an admin to operate it.

The range is 1~999 seconds.
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Duress Alarm

Duress Alarm
s Duress alarm is on, the alarm will activate after a user enter
2 Duress Password duress password during verficiation.

(] The default is OFF.
[i] Duress alarm will only provide a signal for the network via
SDK. It will not activate alart on device.

Duress Password Duress Password

Duress password: a special password
Input Password Input Again for users to enter as they meet threat
during verficiation.

The range is 8-bit digitals from
1~99999999.

=7 Cancel G ~ Cancel

PWD Confirm
As Duress function is enabled, the

device will ask password (user ID) after
each verification.

Input User ID for password, the device
provide normal access.

Input druess password, the device
sends Alart message via SDK.

Input Password

Cancel
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3.5 System Settings

System Main Menu
System Settings

2 Communication

3 Advanced

Basic Main Menu

5

Basic

2 Date & Time
3 Volume

Language

Language

. English and Simplified Chinese
2 P
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Date and Time

Date and Time Date and Time

. Date and Time: System date and time

2 Date Format DEICH 20158C5 can be set with this function

3 DST Time )
Time: 15:03:13

Date Format
. Date Format: System date format can be set in 9 formats.
YY/MM/DD
YY.MM.DD
MM-DD-YY

5 MM/DD/YY
MM.DD.YY
DD-MM-YY
DD/MM/YY
DD.MM.YY

5

Day-light Saving Time

DST Time: Set daylight saving time.

Select proper DST format according to DST rule of your
region.

E] Default is off.

Model (Month-Day-Hour): DST
begins with April 10 on 9am, and end
to Sept. 10 on 9am.

Mode2 (Month-Week-Day): DST time
begins with 2" Sunday, April on 9am,
and end to 2™ Sunday, Sept on 9am.

E] Mode2: 1D: Monday - 7D: Sunday.
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